Abstract. We give a novel relationship between the nonlinearity of rational functions over F 2 n and the number of points of the associated hyperelliptic curve. Using this, we obtain a lower bound on the nonlinearity for rational functions over F 2 n . Compared to previous work that provides a lower bound on the nonlinearity only for monomials of special type, our result gives a general bound applicable to all rational functions defined over F 2 n . By applying this result, we get a lower bound on the nonlinearity for various n × kn S-boxes.
1. Introduction. One of the most powerful attacks for block ciphers is the linear cryptanalysis developed by Matsui in 1993 [10] . The basic idea of the linear cryptanalysis is to find a linear relation among the plaintexts, ciphertexts and key bits. Such a relation, in general, can be found by a low nonlinearity of a substitution (called S-box) in block ciphers.
This substitution can be expressed as a Boolean function. The nonlinearity of a Boolean function with a single bit output was well-established [15] . However, it is very difficult to analyze the nonlinearity of a Boolean function with a multibit output (called a vector Boolean function) in general. Most known results on the nonlinearity of vector Boolean functions are aimed at the special types of monomials over F 2 n such as x −1 or x r where the Hamming weight of r is two or three [3, 12, 13] . It has been regarded as an especially hard problem to find a (nontrivial) bound on the nonlinearity for more complicated vector Boolean functions such as polynomials or rational functions. (Of course, for Boolean functions with a small number of input bits, we can get simulation results.)
In this paper, we derive a novel relationship between the nonlinearity of a rational function over F 2 n and the number of points of the associated hyperelliptic curve over that field. Using this relationship we obtain a lower bound on the nonlinearity for a rational function over F 2 n . Our result can be applied to much more complicated vector Boolean functions regardless of their size. Note that direct computation of the nonlinearity for an n × n S-box takes about n × 2 3n operations and is therefore not feasible for n ≥ 16. Further, we give a lower bound on the nonlinearity for S-boxes constructed by concatenating two or more S-boxes over F 2 n . A similar method has been used in the CAST block cipher [1] , in which 8 × 32 S-boxes were constructed by selecting 32 bent Boolean functions over F 2 8 . S-boxes used in the CAST block cipher have been believed to be highly nonlinear, but the proof of the lower bound on their nonlinearity estimated by a probabilistic method is considered to be hard [14] . However, our method gives a construction of an n × kn S-box with provable nonlinearity bound.
In Section 2, we recall the notions of nonlinearity and hyperelliptic curves, and some useful results required to prove the main theorem. In Section 3, we present the main theorem relating the nonlinearity of a vector Boolean function to the number of rational points of the associated hyperelliptic curve. Also we present several highly nonlinear n × n S-boxes whose nonlinearity is bounded below by the main theorem. In Section 4, we extend this method to highly nonlinear n × kn S-boxes. Section 5 is the conclusion of this paper.
Preliminaries. We consider a vector Boolean function
We denote by b · F the Boolean function which is the linear combination
where Γ is the set of all affine functions over F
Observe that nonlinearity of arbitrary vector Boolean functions is bounded above by
and the equality holds only for bent functions, which exist if and only if n ≥ 2m.
Note that a function from F 2 n to F 2 m can be identified as a Boolean function from F n 2 to F m 2 if we specify a basis for each finite field. Since nonlinearity is invariant under basis changes, we can define the nonlinearity of a map between finite fields without specifying their bases. Conversely, any (vector) Boolean function over a vector space can be converted as a map between two finite fields. Throughout this paper, unless specified otherwise, every Boolean function is a map of F 2 n to itself.
The simplest map on a finite field is a monomial. The nonlinearity of monomials is investigated by Nyberg [13] :
2.1. Hyperelliptic Curves. We recall the notion of a hyperelliptic curve and Weil's theorem which play important roles in proving our main theorem. Consider a curve C given by the equation:
with deg h(x) ≤ g and deg f (x) = 2g + 1 for a positive integer g. A point (x, y) on the curve is said to be singular if both partial derivatives of y 2 + h(x)y − f (x) vanish there, so that there is no well-defined tangent line. When a curve has no singular point, we say that it is nonsingular. Otherwise, we say that it is singular. A nonsingular curve C of the above form is called a hyperelliptic curve of genus g.
We define the set of F 2 n -rational points on C, denoted by C(F 2 n ), to be the set of all points (x, y) ∈ F 2 n × F 2 n that satisfy the equation (2.5) of the curve C, together with a special point at infinity, denoted by O.
For the number #C(F 2 n ) of the F 2 n -rational points on C, we have the following nontrivial bound [6] : Theorem 2.3 (Weil). For any nonsingular projective C of genus g over F 2 n , we have
Moreover, a hyperelliptic curve of genus g satisfies the equation (2.6 When a plane curve is singular, the theorem can not be applied. When a singular curve C is absolutely irreducible (i.e. irreducible over the algebraic closure of the ground field), however, we have the following result by desingularizing the singular algebraic curve [2, 6] : 
Proof. If the affine part of C is nonsingular, the genus g of C is g = (d − 1)/2. Hence the corollary follows. Otherwise g becomes strictly smaller than
The right-hand side of (2.9) is less than or equal to
3. Main Theorem. In this section, we obtain a lower bound on the nonlinearity of rational functions over a finite field, using the bound on the number of points of hyperelliptic curves over that field. Throughout this paper, for any rational function
we assume it is defined for all elements in F 2 n by assigning some (arbitrary) value at the zeros of Q(x).
First, we introduce a lemma. We denote by T r(·), an absolute trace map. Lemma 3.1. The following polynomial equation of one variable x,
is reducible over F 2 − x = b/a 2 has a root in F 2 n . By Hilbert theorem 90 [8] , it is equivalent to T r(b/a 2 ) = 0. By using the above lemma, we can derive the following theorem.
where r is the number of distinct roots of
Proof. Choose a basis B of F 2 n over F 2 and take its dual basisB. Represent binary vectors in F 2 n , a and b by the basis B, and G(x) and F (x) by its dual basiŝ B. Then we have
The first equality follows from Lemma 3.1. Hence we have
4. Nonlinearity of Rational Functions over F 2 n . In this section, we present a lower bound on the nonlinearity of some rational functions using Theorem 3.2. For the convenience of proof, we divide this section into three subsection. Consider a rational function F (x) = P (x)/Q(x) such that P (x) and Q(x) are polynomials over F 2 n . In the first subsection, we treat the case of Q(x) = 1. In the second subsection, we treat the case of deg P > deg Q. In the last subsection, we treat the case of deg P < deg Q.
If d is even, let d be the largest integer among the odd divisors of a degree of a term of
Proof.
for a curve C a,b :
Since each curve C a,b is nonsingular and has the odd degree d at x for each a, b = 0, by Theorem 2.3
Combining (4.3) with (4.4), we obtain the first assertion.
Assume that d is even and F
where F 1 (x) is a polynomial over F 2 n of degree less than d. Take Q(x) = 1 and P (x) = F (x) as in Theorem 3.2. Then the associated curve C a,b :
where b is a root of x 2 − bc (which always exists because x 2 is a permutation of F 2 n ). Note that C a,b and C a,b have the same number of F 2 n -rational points. By repeating this process, we can obtain a curve of degree d at x, which is nonsingular and has the same number of F 2 n -rational points with C a,b . Hence
By applying Theorem 3.2, we complete the proof.
By applying Theorem 4.1, we can derive easily a lower bound on the nonlinearity of polynomials. Observe that a lower degree polynomial inclines to have higher nonlinearity.
Proof. The assertions follow from Theorem 4.1.
We present an example to use the composition of F and G −1 in order to obtain higher degree monomials with high nonlinearity. 
The case of P (x)/Q(x)
2 with deg P > 2 deg Q + 1. Theorem 4.1 gives us a lower bound on the nonlinearity of polynomial functions. But if the function contains a term of negative degree, the theorem can not be applied. For this case, we need the following theorem.
where r is the numbers of the distinct roots of Q(x) in F 2 n . Proof. By Corollary 2.4, the associated curve C a,b :
Combining (4.7) with (3.2), we obtain the theorem. By applying Theorem 4.3, we can derive a lower bound on the nonlinearity of some rational functions.
For any a i ∈ F 2 n with a 5 = 0 and
and an injective polynomial G(x) of degree less than 4. Then
n/4+1 . Since d = 2k + 3 and r = 1, we obtain the first assertion.
Take Q(x) = x k and P (x) = x 2k F (x) = a 5 x 2k+5 + · · · + a −2k in Theorem 4.3. Then 2 deg Q + deg G < 2k + 5 = deg P and 3 ≤ deg P ≤ 2 n/4+1 . Since d = 2k + 5 and r = 1, we obtain the first assertion.
2 with deg P < deg Q. Theorem 4.5. Let Q(x), G(x) and P (x) be polynomials over F 2 n where deg 
where the right hand side is less than (d − 1) √ 2 n . In all cases, (4.11) holds for each a, b = 0. By Theorem 3.2, we complete the proof.
with n ≥ 6.
Let α ∈ F 2 n . For any odd integer k and a
where r is the number of the distinct roots of H(x).
Proof. If we take G(x)
is irreducible for every nonzero b and nonzero a k . Since d = k + 2 ≤ 6 ≤ 2 n/4+1 + 2, the first assertion holds.
If we take G(x) = x, Q(x) = H(x) and P (x) = x, then C 0,b : y 2 + H(x)y = bx is irreducible for every nonzero b. Since d = 2k + 1 ≤ 6 ≤ 2 n/4+1 + 2, the second assertion holds.
Theorem 4.7. Let A, B be distinct nonzero elements in
for each x = 0, then we have
Proof. Take Q(x) = x(x + α), G(x) = x, and P (x) = ((A + B)x + Aα) 2 as in Theorem 3.2. By Corollary 2.4, the associated curve C a,b : 
In all cases, (4.15) holds for each a, b = 0. By Theorem 3.2,
has the same nonlinearity with P (x)/Q(x) 2 which completes the proof. Table 4 .1, we present the main results of this chapter in short. Every function in the table is a vector Boolean function from F 2 n to F 2 n . Also, A, B, α and a i denote an element of F 2 n . 
Experimental results. In

Function
Lower Bound Constraint
In Table 4 .2, we compare our bound on the nonlinearity and the exact value for several n × n vector Boolean functions. Observe that our bound is very tight in case that the degree of function has small absolute values. 3 . In this section, we apply the previous results to obtain the exact nonlinearity of x −1 and x 3 which are frequently used in designing block ciphers. This result is not new. The nonlinearity of x −1 is bounded below using a Kloosterman sum [7, p.228 ] and its exact value was determined using elliptic curves [5] . The nonlinearity of x 3 can be derived from the weight distribution of the BCH code T r(ax + bx 3 ) [9, pp.451-452]. Theorem 5.1. Let F (x) be the function on F 2 n such that
Then every component of F (x) has the same nonlinearity.
Hence it is enough to show that for given nonzero b, b ∈ F 2 n there is a nonzero a ∈ F 2 n such that C a,b is isomorphic to C a ,b for any nonzero a ∈ F 2 n . By the transformation (x, y) → (ax, ay), we know that C a,b is isomorphic y 2 + xy = x 3 + abx. Hence if we take a = ab/b , C a,b is isomorphic to C a ,b , which completes the proof.
Any polynomial F (x) of degree 3 on F 2 n has lower bound on the nonlinearity not less than 2 n−1 − 2 n/2 . More precisely, we obtain the following. Theorem 5.2. Let F (x) = x 3 be on F 2 n . Then the exact nonlinearity of F (x) is as follows:
if n is even. 
for even n.
Therefore, 6. Nonlinearity of n × kn S-Boxes. In this section, we derive the nonlinearity of n × kn S-box constructed by concatenating k n × n S-boxes over F 2 n . At first, we present a theorem to relate nonlinearity of n × kn S-box to that of n × n S-box.
where the sum and the product are the field operations in F 2 kn . Proof. Choose a basis B of F 2 n over F 2 and take its dual basisB. Let us represent by the basis B the left sides of all inner products and by its dual basisB their right sides. For any nonzero b = (c 1 , c 2 
where 1 is the binary vector representing the identity element by the basis B. Conversely, for any nonzero (c 1 , F, a, b) , which completes the proof.
By the above theorem, we can apply Theorem 3.2 to get a lower bound on the nonlinearity of n × kn S-box. For example, consider an n × 2n S-box F = (F 1 , F 2 ) where F 1 (x) = x −1 and F 2 (x) = x 3 are S-boxes over F 2 n . Then
The first equality follows from Theorem 6.1 and the last inequality follows from Corollary 4.4. Similarly, we can obtain a lower bound on the nonlinearity for various n × kn S-boxes. We present some of them in Table 6 .1 is a vector Boolean function from F 2 n to F 2 n . The second column shows a lower bound on the nonlinearity of the S-boxes in the first column, whose value for n = 8 is appeared in the third column. The fourth column shows the exact value on the nonlinearity calculated by a computational experiment. 
-
In Table 6 .1, we can see that our bound is tight for the case of 8 × 16 S-boxes. However, we could not compute the exact nonlinearity of 8 × 8k S-boxes for k ≥ 3 since the computation cost is too large. We think that our bound may be tight in case that the degree of function has small absolute values.
If we combine our result with Theorem 17 in [14] , we can also construct kn × kn S-boxes. But we could not obtain a good lower bound on the nonlinearity of such kn × kn S-boxes. We hope to find a method to construct highly nonlinear kn × kn S-boxes from n × n S-boxes.
7. Conclusion. In this paper, we derived a novel relationship between the nonlinearity of a rational function and the number of points of the associated hyperelliptic curve. As a result, we can obtain a lower bound on the nonlinearity for various rational functions. Our result can be used to generate highly nonlinear S-boxes with much more complicated algebraic structures. Also we presented a method to construct highly nonlinear n × kn S-boxes whose nonlinearity bound can be easily computed. This method is useful for designing an asymmetric Feistel network such as Bear and Lion.
Further we can consider constructing highly nonlinear kn × kn S-boxes from n × n S-boxes. Such a construction enables us to design a block cipher with large S-boxes implemented by several small S-boxes. It can make designing block cipher much simpler. However, we have not found such a construction yet. Thus the problem remains still open.
